10

Submission to the Privacy Committee of South Australia

Request for Exemption from the Information Privacy Principles (IPPs)

Project / Process:
(Name the project or process within which the activity is to take place.)

Activity:
(Name the activity that requires the collection, use or disclosure of personal information.)
Agency Making Submission:
Submission Date:
Agency Contact:

	Name
	(Name of the person to be contacted about the content of this submission.)

	Position Title
	

	Department
	(Include agency and department.)

	Postal Address
	

	Phone (Work)
	

	Phone (Mob)
	

	Email (Work)
	


Project Description

(Give a concise description, in plain English, of the project/process within which the activity is to take place.)

Other State Government agencies requiring an exemption in conjunction with this project or process

(An exemption will also need to be obtained for any other agency or agencies that require exemption to collect, disclose or use personal information in conjunction with this project or process.  Evidence of agreement between the agency making the submission and the agencies listed below is required.  This could be a letter of request from the Chief Executive to the Privacy Committee seeking an exemption in accordance with this submission.)

1. (Agency Name)

2. (Agency Name)

3. (Agency Name)

This page is intentionally left blank

Information for agencies to complete this Submission

Clause 4 of the Proclamation establishing the Privacy Committee of South Australia (Privacy Committee) provides that the Committee may exempt any person or body from one or more of the Information Privacy Principles (IPPs) on such conditions as the Committee sees fit.  

This document guides South Australian public sector agencies in adequately describing the project and activity for which an exemption is required; presenting a case as to why the exemption being sought would be in the public interest; and providing justification for the exemption being granted.  The information provided should inform the Privacy Committee with the information required to determine the weight of the public interest for the activity, against individuals’ right to privacy to enable informed consideration of the request for exemption.

Notes in red italics are instructions regarding the information to be provided, and can be deleted before submitting the request for exemption to the Privacy Committee.

This submission must be submitted to the Privacy Committee under a covering letter on agency letterhead signed by the Principal Officer (as defined in the IPPs Instruction).  

If other agencies require an exemption as a result of the activity, the agency making the submission is required to attach evidence that agreement of the exchange of information for the activity has been reached with the Principal Officer/s of the other agency/s.  If evidence of this agreement is not attached, the Privacy Committee may not be in a position to consider this submission. 

If the project or activity involves the use of personal information for research and requires the approval of other government committees in accordance with approved guidelines, such as research, ethics or governance committees, these approvals must be obtained prior to submitting a request for exemption from the IPPs.  Copies or details of all such approvals must be provided to the Privacy Committee.  

	Submissions should be addressed to:

Presiding Member

Privacy Committee of South Australia

c/- State Records of South Australia

Attorney-General’s Department
GPO Box 464, Adelaide SA 5001


	Additional contacts:

State Records

Level 15, 10 Franklin Street 

Adelaide SA 5000

Ph: +61 08 8204 8786

Email: staterecords@sa.gov.au


Timeframe for Submissions

Due to the complexity of some submissions and the involvement of multiple agencies, submissions made less than ten working days prior to a Committee meeting may not be considered at that meeting.  Please contact the Executive Officer on telephone 8204 8786 or via email at staterecords@sa.gov.au for further information about meeting dates and submission deadlines.

Definitions

Activity – refers to the activity that requires the collection, use or disclosure of personal information (eg establishment of a database of clients or a human research project).

Code of Fair Information Practice - various forms of self-regulation exist, in which agencies establish codes of practice and undertake self-regulation, such as the Code which was developed for health and related services.

Personal information – as defined in the IPPs Instruction (or Code of Fair Information Practice if this Code applies to your agency).

Principal Officer – as defined in the IPPs Instruction.

Project / process – refers to the project or process within which the activity is to take place (eg a research project which will utilise a yet-to-be-established database of clients).

Sample set – a collective term to describe the individuals whose information will be used in the activity.

Source agency – where relevant, another South Australian public sector agency from which you sourced data for use in the activity.  When there is more than one source agency, responses should address each source agency separately.

The Principles

The full text of the IPPs Instruction can be found at  https://www.dpc.sa.gov.au/resources-and-publications/premier-and-cabinet-circulars
Submission to the Privacy Committee of South Australia

Request for Exemption from the Information Privacy Principles (IPPs)

Agencies

Agency making submission

This submission is seeking approval to exempt: 

	(Name of the lead agency or agencies that will be collecting/storing/accessing/using/disclosing personal information.)


from compliance with IPP: (Indicate all that apply)

	☐
	1 – lawful collection of personal information 

	☐
	2 – informed collection of personal information 

	☐
	3 – accuracy of the collection of personal information 

	☐
	4 – storage of personal information 

	☐
	5 – access to personal information 

	☐
	6 – correction of personal information 

	☐
	7 – relevant use of personal information within an agency 

	☐
	8 – purposeful use of personal information within an agency 

	☐
	9 – use of accurate personal information within an agency 

	☐
	10 – disclosure of personal information to another agency or third party 


Other State Government agencies requiring an exemption

This submission is also seeking approval to exempt: (If applicable)

	(Name of the agency or agencies that also require exemption to collect, disclose or use personal information in conjunction with this activity.

Note:  Exemptions will be required for each agency involved in the activity.  All relevant Principal Officers will be notified of any exemptions issued.)

	from compliance with IPP: (Indicate all that apply)

☐
	1 – lawful collection of personal information 

	☐
	2 – informed collection of personal information 

	☐
	3 – accuracy of the collection of personal information 

	☐
	4 – storage of personal information 

	☐
	5 – access to personal information 

	☐
	6 – correction of personal information 

	☐
	7 – relevant use of personal information within an agency 

	☐
	8 – purposeful use of personal information within an agency 

	☐
	9 – use of accurate personal information within an agency 

	☐
	10 – disclosure of personal information to another agency or third party 


Agreements and Approvals

Has agreement been reached between all agencies named in this submission? 

	☐
	Yes
	
	☐
	No


Is evidence of agreement attached?

	☐
	Yes
	
	☐
	No


(If agreement between the relevant agencies, and evidence of such agreement, is not provided the Privacy Committee may be unable to consider this submission.)
Have all necessary approvals from other government committees, such as research, ethics or governance committees, been obtained?

	☐
	Yes
	
	☐
	No


Are details of such approvals attached?

	☐
	Yes
	
	☐
	No


(If any other required approvals have not been obtained and attached, the Privacy Committee may be unable to consider this submission.)
The Activity 

Activity Description (including any appropriate acronyms)

	(Describe the activity for which the exemption is being sought.)




Executive Summary

	(This should be a high-level Executive Summary and only include information that will support the application.  If possible, exclude what will be provided in responses to other questions in this template.

Please restrict your answer to 250 words.)


Description of the activity requiring exemption

	1.
	What is the activity that requires the handling (collection, disclosure or use) of personal information and how is it contrary to the IPPs?

	


	2.
	What are the aims, benefits and business objectives of the activity?

	


	3.
	What are the legislative or policy drivers that exist to support undertaking the activity?

	(If legislative, please cite the Act and relevant sections.

Please indicate if the project is supporting a specific target of South Australia’s Strategic Plan (http://saplan.org.au/), including the Target Number.)


	4.
	In broad terms, does your agency (or the source agency) have any legislative or policy obligations to provide or withhold access to the personal information (eg secrecy provisions or requirement to allow inspection of a public register)?

	(If yes, the Privacy Committee may be unable to grant an exemption.)




	5.
	Has legal advice been sought in relation to this submission?

	(Please provide a copy if appropriate, or alternatively provide details of any advice.)


	6.
	Describe other relevant approvals that are being sought, or have been obtained, for the conduct of this activity (eg ethics committees, research councils, governance committees etc).

	(Please attach relevant approvals obtained.)

(The Privacy Committee may withhold approval of any submission that has not first obtained these approvals.) 


	7.
	In general terms, how will the public interest be served by conducting the activity?

Is your argument supported by research or prior experience? If so, what was this?

	(The IPPs recognise the need to balance personal privacy with the broader public interest.  Your agency should present a public interest case for the activity against an individuals’ right to privacy.)


	8.
	Describe in detail the personal information to be disclosed, used or collected during the activity?

	(Be specific as to the personal information to be disclosed, used or collected, as this will form the basis of the exemption, if granted.  Any information not included will not be covered by the exemption.

Examples of personal information may include, but is not limited to: 

· family name

· given name

· address

· gender

· age

· date of birth

· ethnicity.

An example exemption is at Appendix 1.  Actual examples can be found in the Appendices of the Annual Reports of the Privacy Committee of South Australia located on the State Records website.)


Collection

	9.
	Who is the personal information to be collected from?

	(Tell us if you propose to collect personal information directly from the record-subject, another agency or organisation, or if you have already collected the required information for another purpose. If collecting from another agency or organisation, please ensure you have completed the necessary sections on pages 1 and 5.  If you already hold the information, please see question 12.)


	10.
	Is there a possibility for your agency to seek the consent of the record-subject prior to collection of the personal information?  If not, discuss the reasons.

	


	11.
	What confidentiality or consent expectations were put on the information at the time it was collected?  (eg was the record-subject told the information would be used for a particular purpose, or kept confidential)

	(If the activity requires the collection of personal information directly from the record-subject, mark “not applicable”.)


Use

	12.
	If you already hold the personal information, what was the original purpose for collecting it, and how will this activity be contrary to the original purpose?

	(If the activity requires the collection of personal information directly from the record-subject, mark “not applicable”.)


	13.
	How many individuals will form the sample set?  Does this represent all or part of the total set of clients?

	(The sample set is a collective term to describe the individuals whose information will be used in the activity.)


Storage

	14.
	How will the personal information be securely transferred and/or stored? 

	(Describe your agency’s standard procedures for data transfer, data linkage (if relevant) and storage, and describe any variations to those procedures for this activity.)


Disclosure

	15.
	Will the activity also require the requesting agency to disclose personal information to another agency or organisation?

	(If yes, please provide details of the required disclosure.)


	16.
	What is the expected outcome and/or output of the activity? 

	(For example, are research results published, in what form and to what audience.

Include any circumstances where identifiable personal information might be disclosed to a third party (including in the process of data linkage or the publication of research results).  This should describe what the circumstances are, who the third party is, and on what grounds the disclosure is authorised.

Describe your agency’s process for de-identification of the data, if relevant.)


Additional Information

	17.
	Please provide any other information that will support this submission.

	


Timeframe and Conditions for the Proposed Exemption

	(Provide details of the anticipated duration of the activity.  This will be used to determine the expiry date of an exemption, should it be approved. For ongoing activities, an expiry date will be set – usually 1, 2 or 3 years from approval, depending on the level of risk to privacy and expected review dates for the project / process, at which time your agency will be required to submit a new submission to the Privacy Committee to extend the exemption.

The Privacy Committee will outline any Conditions in an approved exemption.  Conditions can include the provision of a report or update to the Privacy Committee at a time designated by the Committee; the management of personal information in line with the Government’s Security Management Framework; and the destruction or retention of personal information in accordance with a disposal authority under the State Records Act 1997.)


Attachments

	(Please list the attachments that are being provided to the Privacy Committee to support the submission, including: 

· copies of agreements between lead and source agencies

· copies of any ethics, research, governance or other committee approvals

· copies of legal advice, if appropriate.)


Comments on this Template

	(As this template has recently been reviewed, we would be pleased to receive any comments and feedback on its usability, for consideration in further updates).


[file number]
[document number]


EXEMPTION FROM COMPLIANCE WITH THE
INFORMATION PRIVACY PRINCIPLES

Exemption
Clause 4 of the Proclamation establishing the Privacy Committee of South Australia provides that the Committee may exempt any person or body from one or more of the Information Privacy Principles
 (IPPs) on such conditions as the Committee sees fit.  The following exemption from the IPPs is granted.

This exemption applies to the [agency].  It is an exemption from compliance with Principles [principle numbers], allowing [agency] to [collect, use, disclose] personal information for a purpose that was not the purpose of the collection of that information.  

The personal information to be used is from the [agency, project/activity, dataset] and is limited to [examples are listed below]: 

· Title

· Family Name

· Given Names

· Date of Birth

· Country of Birth

· Ethnicity

· Gender

· Address

· Phone Number(s)

· [Any other information specific to the project or activity].

All other Principles continue to apply.

Conditions

[Examples are listed below]

The information is restricted to information related to [specific to the project or activity]; only to be used for [specific to the project or activity].

The exemption is provided on the condition that the personal information is only to be accessed by [agency]. 

[Agency] remains responsible for the secure transfer and storage of personal information in line with the IPPs. 

This exemption is conditional on the personal information shared through the [specific to the project of activity] only being used for the purpose of [specific to the project or activity].

This exemption is conditional on [agency] ensuring that the outcome of the [specific to the project or activity] would not result in the disclosure of personal information to a third party in a form that would identify an [individual] or from which an [individual] would be reasonably identifiable.

This exemption is a once only exemption to allow [agency] to [disclose, use, collect] the personal information to [specific to the project or activity].

This exemption is conditional on [agency] providing the Privacy Committee with a progress report [12 months] following approval of this exemption.

Security of Personal Information

The security of the personal information should be managed in line with the Government’s Information Security Management Framework (ISMF).

Destruction or Retention of Personal Information

Destruction or retention of the personal information must be undertaken in accordance with a disposal authority under the State Records Act 1997. 

Expiry

This exemption is granted from [date] to [date].  It will be reviewed by [agency] and the Privacy Committee [1, 2 or 3 years is common] years following its approval unless required earlier. An extension may be negotiated with the Privacy Committee if required.

Presiding Member

PRIVACY COMMITTEE OF SOUTH AUSTRALIA

[date]

� Cabinet Administrative Instruction 1/89 The Information Privacy Principles Instruction





IPP Exemption Template Version 3
Last updated 15/04/2019
IPP Exemption Template Version 3

Page 4 of 12

