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agency [name of agency] - action plan TEMPLATE

Please note:  the recommendations listed in the report have been compiled based upon the results of the 2009-2010 online records management assessment survey. The Action plan template should list the recommended actions and the timeframes for completion of those actions.  

	Current records management systems/EDRMS in use:

Version:


	Outcome
	REFERENCE NUMBER
	recommended action
	Timeframe 
	ComPLETION DATE
	COMMENTS 

	OUTCOME 1 – CREATION

	1
	1.1
	Create paper records as required by legislation, standards, guidelines and to meet business needs. This may involve reviewing practices, systems and training (Q7)
	
	
	

	1
	1.2
	Create electronic records as required by legislation, standards, guidelines and to meet business needs. This may involve reviewing practices, systems and training (Q8)
	
	
	

	1
	1.3
	Raise awareness of records management with CE and senior management so that the importance of records creation is recognised. Recognition should be supported through commitment to improve current processes so that business transactions are documented (Q9)
	
	
	

	1
	1.4
	Establish the agency's requirements for the creation of records in support of business transactions and document accordingly (Q11)
	
	
	

	1
	1.5
	Document process/procedure for differentiating between official and non official records (Q12)
	
	
	

	1
	1.6
	Review relevant processes, procedures and staff training to ensure creation of official records for all business transactions (Q13)
	
	
	

	1
	1.7
	Develop and implement a Business Classification Scheme for the classification of all official records (Q14)
	
	
	

	1
	1.8
	Review Business Classification Scheme (BCS) to ensure it is current (Q15)
	
	
	

	1
	1.9
	Revise Business Classification Scheme (BCS) as appropriate and implement across whole agency (Q15)
	
	
	

	1
	1.10
	Revise Business Classification Scheme (BCS) as appropriate and implement to enable control of paper records (Q15)
	
	
	

	1
	1.11
	Revise Business Classification Scheme (BCS) as appropriate and implement to enable control of electronic records (Q15)
	
	
	

	1
	1.12
	Develop and implement a Functional Thesaurus so that records are appropriately classified (Q16)
	
	
	

	1
	1.13
	Review Functional Thesaurus to ensure it is current (Q17)
	
	
	

	1
	1.14
	Implement Functional Thesaurus across whole agency for all official records (Q17)
	
	
	

	1
	1.15
	Implement Functional Thesaurus across agency for paper records (Q17)
	
	
	

	1
	1.16
	Implement Functional Thesaurus across agency for electronic records (Q17)
	
	
	

	1
	1.17
	Responsibility for creation of records at a whole of agency level should be assigned to selected individuals eg CE / Records Manager / Records officer (Q18)
	
	
	

	1
	1.18
	Responsibility for creation of records at a whole of agency level should be assigned to selected individuals eg CE / Records Manager / Records officer (Q19)
	
	
	

	1
	1.19
	Responsibility for creation of records at a whole of agency level should be documented (Q20)
	
	
	

	1
	1.20
	Develop, implement and maintain a register of official records in electronic format (Q21)
	
	
	

	1
	1.21
	Register of official records should be in electronic format (Q22)
	
	
	

	1
	1.22
	Responsibility for the creation of records at a workgroup level should be assigned (Q23)
	
	
	

	1
	1.23
	Responsibility for the creation of records at a workgroup level should be documented (Q24)
	
	
	

	1
	1.24
	Review all business processes to map requirements for the creation of official records (Q25)
	
	
	

	1
	1.25
	Conduct a review, as soon as possible, of all business processes to map creation requirements of official records. Establish a regular, scheduled review (Q26)
	
	
	

	1
	1.26
	Agency should ensure that staff are informed and made aware of their records management obligations. This could include staff undertaking the State Records free Records Management Online Awareness training available via the State Records website www.archives.sa.gov.au 

Ensure records management obligations are included in job and person specifications and induction program (Q27)
	
	
	

	1
	1.27
	Develop RM policies, procedures and induction to ensure staff are informed and made aware of their Records management obligations 

This could include staff undertaking the State Records free Records Management Online Awareness training available via the State Records website www.archives.sa.gov.au 

Ensure records management obligations are included in job and person specifications and induction program (Q28)
	
	
	

	1
	1.28
	Staff are informed and made aware of the State Records Act 1997 

This could include staff undertaking the State Records free Records Management Online Awareness training available via the State Records website www.archives.sa.gov.au (Q29)
	
	
	

	1
	1.29
	Establish a process for monitoring the creation of records, including system audit trail, reporting and manual checking. Process should include procedure for corrective action if official records are not created (Q31)
	
	
	

	1
	1.30
	Establish/amend process for monitoring the creation of records to include a system audit trail, reporting and manual checking. Process should include procedure for corrective action if official records are not created (Q32)
	
	
	

	1
	1.31
	Procedure should be established for corrective action if official records are not created, including follow up with staff member and/or training (Q33)
	
	
	

	1
	1.32
	Corrective action procedure, in the event of official records not being created, should include follow up with staff member and/or training (Q34)
	
	
	

	1
	1.33
	All staff should have individual responsibility for the creation of official records, and the agency should ensure that staff are aware of their records management obligations 

This could include staff undertaking the State Records free Records Management Online Awareness training available via the State Records website www.archives.sa.gov.au 

Ensure records management obligations are included in job and person specifications and induction program (Q35)
	
	
	

	1
	1.34
	Document individual responsibility for the creation of records. This may take the form of being included in job and person specifications or procedures (Q37)
	
	
	

	OUTCOME 2 – CAPTURE

	2
	2.1
	Raise awareness of capturing records as a high priority, and capture all official records within a compliant EDRMS/recordkeeping system (Q38)
	
	
	

	2
	2.2
	Raise awareness of capturing records as a high priority, and capture all official emails within a compliant EDRMS/recordkeeping system (Q39)
	
	
	

	2
	2.3
	Investigate acquisition and implementation of an EDRMS (Q40)
	
	
	

	2
	2.4
	Review procedures and staff training to ensure records are captured at either creation or end of business requirements/transactions (Q41)
	
	
	

	2
	2.5
	Raise awareness of the importance of a corporate recordkeeping system to CE and senior management (Q42)
	
	
	

	2
	2.6
	Prohibit the use of personal recordkeeping systems for the capturing of official records (Q45)
	
	
	

	2
	2.7
	Develop agency policy regarding the prohibition of personal recordkeeping systems for the capturing of official records (Q46)
	
	
	

	2
	2.8
	Develop agency policy regarding the prohibition of personal recordkeeping systems for the capturing of official records 

Prohibit the use of personal recordkeeping systems for the capturing of official records (Q47)
	
	
	

	2
	2.9
	Responsibility for capture of records at a whole of agency level should be assigned (Q48)
	
	
	

	2
	2.10
	Responsibility for capture of records at a whole of agency level should be assigned to selected individuals eg CE / Records Manager / Records officer (Q49)
	
	
	

	2
	2.11
	Responsibility for capture of records at a whole of agency level should be documented (Q50)
	
	
	

	2
	2.12
	Ensure EDRMS/Records Management System is compliant with SA Government Standards and other requirements (Q51) 
	
	
	

	2
	2.13
	Procure a compliant Electronic Document and Records Management System (EDRMS) and implement as per SA Government Standards and other compliance requirements (Q52) 
	
	
	

	2
	2.14
	Review implementation to ensure EDRMS is compliant with all SA Government Standards and other requirements, including management of paper and electronic records (Q53) 
	
	
	

	2
	2.15
	Review all business processes to map requirements for the capture of official records (Q56)
	
	
	

	2
	2.16
	Conduct a review, as soon as possible; of all business processes to map capture requirements of official records. Establish a regular, scheduled review (Q58)
	
	
	

	2
	2.17
	Agency should ensure that staff are informed and made aware of their records management obligations. This could include staff undertaking the State Records free Records Management Online Awareness training available via the State Records website www.archives.sa.gov.au 

Ensure records management obligations are included in job and person specifications and induction program (Q60)
	
	
	

	2
	2.18
	Develop RM policies, procedures and induction to ensure staff are informed and made aware of their Records management obligations 

This could include staff undertaking the State Records free Records Management Online Awareness training available via the State Records website www.archives.sa.gov.au 

Ensure records management obligations are included in job and person specifications and induction program (Q61)
	
	
	

	2
	2.19
	Establish/amend process for monitoring the capture of all official records, and ensure staff are informed and made aware of their records management obligations (Q62)
	
	
	

	2
	2.20
	Establish/amend process for monitoring the capture of all official records to include a system audit trail, reporting and manual checking. Process should include procedure for corrective action if official records are not captured, including follow up with staff member and/or training, and documentation of corrective action taken (Q63)
	
	
	

	2
	2.21
	Assign unique identifiers to official records either manually or through system generation (Q66)
	
	
	

	2
	2.22
	Develop and implement a Business Classification Scheme for the classification of all official records (Q68)
	
	
	

	2
	2.23
	Raise awareness and encourage CE and senior management to include the resources/budget into strategic planning to ensure implementation (Q69)
	
	
	

	2
	2.24
	Establish process for monitoring the capture of records, including system audit trail, reporting and manual checking.  Process should include procedure for corrective action if official records are not captured (Q70)
	
	
	

	2
	2.25
	Document process/procedure for differentiating between official and non official records, and implement processes/rules to prevent or monitor the capture of non-official records (Q72)
	
	
	

	2
	2.26
	All staff should have individual responsibility for the capture of official records, and the agency should ensure that staff are aware of their records management obligations (Q74) (Q75)
	
	
	

	2
	2.27
	Document individual responsibility for the capture of records in policy, strategy, statement or other (Q76)
	
	
	

	2
	2.28
	Regular monitoring (through reporting or other means) of the Business Classification Scheme (BCS) should occur to ensure it is used appropriately (Q77)
	
	
	

	2
	2.29
	Integrate line-of-business applications with corporate recordkeeping system (particularly when procurement of a compliant EDRMS has taken place). Whenever line-of-business systems are procured or upgraded, their recordkeeping functionality and interoperability with Records Management Systems must be considered (Q80)
	
	
	

	2
	2.30
	Manage access and disposal of official records in business systems either through improved system functionality, integration with EDRMS or manual intervention (Q82)
	
	
	

	OUTCOME 3 – DISPOSAL

	3
	3.1
	Raise awareness of the importance of sentencing of records to reinforce the perception of it as a vital part of business (Q83)
	
	
	

	3
	3.2
	Develop a disposal plan and obtain commitment from CE and/or senior management via sign off (Q84)
	
	
	

	3
	3.3
	Raise awareness of records management with CE and senior management so that the importance of records sentencing is recognised. Recognition should be supported through commitment to improve processes (Q85)
	
	
	

	3
	3.4
	Develop a disposal plan and obtain commitment from CE and/or senior management via sign off / budget allocation / business plan inclusion (Q86)
	
	
	

	3
	3.5
	Ensure that staff are informed and made aware of their records management obligations. This could include staff undertaking the State Records free Records Management Online Awareness training available via the State Records website www.archives.sa.gov.au 

Ensure records management obligations are included in job and person specifications and induction program (Q87)
	
	
	

	3
	3.6
	Develop RM policies, procedures and induction to ensure staff are informed and made aware of their Records management obligations 

This could include staff undertaking the State Records free Records Management Online Awareness training available via the State Records website www.archives.sa.gov.au 

Ensure records management obligations are included in job and person specifications and induction program (Q88)
	
	
	

	3
	3.7
	Raise staff awareness of GDS 15 via policies, procedures, induction and/or training (Q90)
	
	
	

	3
	3.8
	Raise staff awareness of Records Disposal Schedules via policies, procedures, induction and/or training (Q92)
	
	
	

	3
	3.9
	Contact your Records Manager or State Records to discuss processes regarding the development of operational disposal schedules (Q94) (Q95)
	
	
	

	3
	3.10
	Develop a register of all agency disposal schedules (Q96)
	
	
	

	3
	3.11
	Review business processes to identify all official records not covered by a disposal schedule (Q97)
	
	
	

	3
	3.12
	Responsibility for disposal of records at a whole of agency level should be assigned to the Records Manager (Q99)
	
	
	

	3
	3.13
	Develop and implement a disposal program that is authorised by the CE or senior management. Ensure the disposal program includes policies and procedures, timeframe, budget, roles and responsibilities and disposal approval process including regular transfer of permanent records to State Records (Q101) (Q102)
	
	
	

	3
	3.14
	Ensure disposal program is reviewed and updated annually (Q103)
	
	
	

	3
	3.15
	Ensure that RDS is reviewed or written to include any records not currently covered in the next 12 month period (Q104)
	
	
	

	3
	3.16
	Ensure that RDS is reviewed or written to include any records not currently covered in the next 12 month period (Q105)
	
	
	

	3
	3.17
	Consistently apply retention periods from relevant GDS/RDS to all official records (Q107)
	
	
	

	3
	3.18
	Retention periods from relevant GDS/RDS should be applied to records at either creation, end of business transaction or prior to secondary storage (Q109)
	
	
	

	3
	3.19
	Commence a review of the records disposal program to identify temporary and permanent records (Q110)
	
	
	

	3
	3.20
	Develop schedules to cover the disposal of records over 50 years old (Q111)
	
	
	

	3
	3.21
	Reduce agency risk by planning and commencing backlog sentencing project (Q112)
	
	
	

	3
	3.22
	Reduce agency risk by moving official records to a compliant ASP within the next 12 months (Q114)
	
	
	

	3
	3.23
	Reduce agency risk by planning and commencing an ongoing disposal program (Q115) (Q116)
	
	
	

	3
	3.24
	Assign responsibility for the disposal of records to appropriate individuals and ensure that they are aware of their records management obligations (Q117)
	
	
	

	3
	3.25
	Document individual responsibility for the disposal of records. This may take the form of being included in job and person specifications or procedures (Q119)
	
	
	

	3
	3.26
	Ensure records disposal schedule/s are developed to cover all official records created by the agency (Q120)
	
	
	

	3
	3.27
	Ensure records disposal schedule/s are developed to cover all official records created by the agency. Consider reviewing old schedules or writing new schedules (Q121) (Q122)
	
	
	

	3
	3.28
	Assign responsibility for sentencing of records, and ensure sentencing takes place by appropriate staff on a regular basis as part of a disposal program (Q123)
	
	
	

	3
	3.29
	Assign responsibility for sentencing of records, and ensure sentencing takes place by appropriate staff on a regular basis as part of a disposal program (Q124)
	
	
	

	3
	3.30
	Plan for and allocate sufficient time and/or funds for appropriate staff to sentence records (Q125)
	
	
	

	3
	3.31
	Develop and implement a disposal program that is authorised by the CE or senior management. Ensure the disposal program includes policies and procedures, timeframe, budget, roles and responsibilities and disposal approval process including regular transfer of permanent records to State Records (Q126)
	
	
	

	3
	3.32
	Ensure responsibility for coordination of the disposal program is assigned (Q127)
	
	
	

	3
	3.33
	Review and enforce procedure for submission of Intention to Destroy Records Reports to State Records for destruction approval of official records (Q128)
	
	
	

	3
	3.34
	Maintain a register of records destroyed in accordance with GDS15 or agency RDS (Q129)
	
	
	

	3
	3.35
	Ensure method of destruction is secure, confidential and environmentally friendly (Q131)
	
	
	

	3
	3.36
	Review all business processes to map requirements for the disposal of official records (Q132)
	
	
	

	3
	3.37
	Develop and implement policies and procedures for the mandatory transfer of permanent records to State Records (Q133) (Q134) (Q135)
	
	
	

	3
	3.38
	Develop and implement a disposal program that is authorised by the CE or senior management. Ensure the disposal program includes policies and procedures, timeframe, budget, roles and responsibilities and disposal approval process including regular transfer of permanent records to State Records (Q136)
	
	
	

	3
	3.39
	Ensure that an exemption is obtained from State Records for retention onsite of permanent records (older than 15 years or no longer in administrative use) by the agency (Q138)
	
	
	

	3
	3.40
	Contact Collection Management Services at State Records regarding the transfer of pre-1901 records, as a priority. These records are automatically permanent (Q140)
	
	
	

	OUTCOME 4 – ACCESS

	4
	4.1
	Raise awareness of the importance of access to records as both vital to business and as a legislative obligation (Q142)
	
	
	

	4
	4.2
	Ensure FOI requests are dealt with as per legislative requirements (Q143)
	
	
	

	4
	4.3
	Develop an Access policy, regarding requests outside of the FOI process that stipulates the time period within which the agency should deal with a request (Q144)
	
	
	

	4
	4.4
	Raise awareness of legislative requirements relating to access to records with CE and senior management, so that the importance of access (including FOI and IPPs) is recognised. Recognition should be supported through commitment to improve processes (Q145)
	
	
	

	4
	4.5
	Agency should apply the IPPs via an Access Policy or procedure (Q147)
	
	
	

	4
	4.6
	If required, develop a policy regarding adherence to the Information Privacy Principles (Q148)
	
	
	

	4
	4.7
	If not completed departmentally, agency to report FOI applications in FOIMS (Q150)
	
	
	

	4
	4.8
	Report contracts containing confidentiality clauses in FOIMS as per Sect 13(6) of Schedule 1 of the Freedom of Information Act 1991(Q151)
	
	
	

	4
	4.9
	Identify and document access requirements for all records (Q152)
	
	
	

	4
	4.10
	Establish and document security measures to assist appropriate access to all official records (Q153)
	
	
	

	4
	4.11
	Establish and document security measures to assist appropriate access to all official records (Q154)
	
	
	

	4
	4.12
	Develop and implement process to provide for access outside of FOI process (Q155)
	
	
	

	4
	4.13
	As much as possible, introduce procedures to proactively release information (Q157)
	
	
	

	4
	4.14
	Assign and document responsibility for official record access to Records Manager, Freedom of Information Officer or Records Officer (Q159) (Q160) (Q161)
	
	
	

	4
	4.15
	Appoint an FOI Officer, after having completed State Records FOI Training as per Section 4 of the Freedom of Information Act 1991 (Q162)
	
	
	

	4
	4.16
	Ensure relevant staff have undertaken FOI training since November 2009 (Q163)
	
	
	

	4
	4.17
	Assign responsibility for granting access to records at a workgroup level (Q165)
	
	
	

	4
	4.18
	If not assigned departmentally, appoint a Privacy Officer (Q167)
	
	
	

	4
	4.19
	Assign responsibility for granting internal access to records (Q168)
	
	
	

	4
	4.20
	Develop and implement a security model for electronic records (Q169)
	
	
	

	4
	4.21
	Implement appropriate security measures for keeping paper records (Q171)
	
	
	

	4
	4.22
	Develop procedures for identification and reporting of security breaches (Q172)
	
	
	

	4
	4.23
	Assign appropriate security classifications for access to official records to all staff (Q173)
	
	
	

	4
	4.24
	Identify and document all commercial in confidence and confidentiality agreements (Q175)
	
	
	

	4
	4.25
	Develop and document processes for obtaining legal advice or opinion where access to records may expose the agency to legal liabilities (Q177)
	
	
	

	4
	4.26
	As part of the transfer process, ensure access determinations are developed for permanent records, prior to transfer to State Records (Q178)
	
	
	

	4
	4.27
	Access Determinations are required to be submitted for records held at State Records, if none currently exist. Contact State Records - Reference and Access Team for further details (Q179)
	
	
	

	4
	4.28
	If not completed departmentally, as per Section 5 of the FOI Regulations 2002 "an information statement relating to an agency must be published in one or both of the following ways: (a) in the annual report of the agency; (b) at a website maintained by the agency." (Q180)
	
	
	

	OUTCOME 5 – LOCATABILITY

	5
	5.1
	Raise awareness amongst staff of the need to be able to locate records both on and off-site (Q181)
	
	
	

	5
	5.2
	Raise awareness with the CE and senior management of the need for appropriate tools to be available to track records (Q182)
	
	
	

	5
	5.3
	Establish processes to track records (Q183)
	
	
	

	5
	5.4
	Develop an inventory of record locations (Q184)
	
	
	

	5
	5.5
	Develop electronic record location register (Q185)
	
	
	

	5
	5.6
	Under the State Records Act 1997, official records must not be held in private hands. This includes premises other than the agency's onsite storage facility, an ASP or State Records (Q186)
	
	
	

	5
	5.7
	Locate and maintain consignment lists of agency and predecessor agencies for all records transferred to an Approved Service Provider (ASP), offsite storage or State Records (Q188) (Q189)
	
	
	

	5
	5.8
	Assign and document responsibility for the maintenance of record location to the Records Manager at a whole-of-agency level (Q190)
	
	
	

	5
	5.9
	Assign and document responsibility for the maintenance of record location to the Records Manager at a whole-of-agency level (Q191)
	
	
	

	5
	5.10
	Develop and implement procedures for the transfer of records (Q192)
	
	
	

	5
	5.11
	Develop and implement procedures for the disposal of records (Q192)
	
	
	

	5
	5.12
	Develop and implement procedures for the storage of records (Q192)
	
	
	

	5
	5.13
	Develop and implement agency specific procedures (Q193)
	
	
	

	5
	5.14
	Develop awareness of State Records' requirements regarding the appropriate storage of temporary value records (Q195)
	
	
	

	5
	5.15
	Ensure temporary value records are stored at ASP (Q196)
	
	
	

	5
	5.16
	Develop policy and procedure for the transfer of temporary records to an ASP (Q197)
	
	
	

	5
	5.17
	Assign and document responsibility for storage of records at a workgroup level to an accredited Records Management practitioner (Q199)
	
	
	

	5
	5.18
	Ensure the corporate recordkeeping system manages record locations (Q200)
	
	
	

	5
	5.19
	Ensure the corporate recordkeeping system tracks record locations (Q201)
	
	
	

	5
	5.20
	Ensure corporate recordkeeping system is able to undertake location searches and run reports (Q203)
	
	
	

	5
	5.21
	Ensure that staff receive adequate training in order to locate all official records using corporate recordkeeping system (Q204)
	
	
	

	5
	5.22
	Locate agency or predecessor files, if any are held in other agencies, and develop a register of locations (Q205)
	
	
	

	5
	5.23
	Raise awareness across agency of Managing Records during Administrative Change Guideline (Q206)
	
	
	

	5
	5.24
	Configure system to ensure reports can be run from for current locations of records (Q209)
	
	
	

	5
	5.25
	Location reports should be run part of a regular monitoring regime (Q210)
	
	
	

	5
	5.26
	Develop a Functional Thesaurus from the agency Business Classification Scheme that combines administrative and functional business terms to ensure a controlled vocabulary is used across the agency (Q211)
	
	
	

	5
	5.27
	Develop a Functional Thesaurus from the agency Business Classification Scheme and via a review of RDS (Q212) 

Use functional thesaurus rather than just agency specific terms only (Q212)
	
	
	

	5
	5.28
	Routinely monitor the use of the classification systems in the agency (Q213)
	
	
	

	OUTCOME 6 – RELIABILITY

	6
	6.1
	Raise awareness of the importance of the reliability of records across the agency (Q214)
	
	
	

	6
	6.2
	Assign and document the responsibility for determining the reliability of records to an individual (Q215)
	
	
	

	6
	6.3
	Raise awareness of records management with CE and senior management so that the importance of records being reliable, evidential, secure and inviolate is recognised. Recognition should be supported through commitment to improve processes (Q216)
	
	
	

	6
	6.4
	Document CE and senior management's recognition that records need to be reliable, evidential, secure and inviolate. For example, this can be done through sign off on policies and procedures or procurement of an EDRMS (Q217)
	
	
	

	6
	6.5
	Configure systems to ensure read-only access is available for electronic records (Q218)
	
	
	

	6
	6.6
	Implement full version control - all official records need to be managed so they remain inviolate and cannot be altered or deleted (Q219)
	
	
	

	6
	6.7
	Implement processes to ensure versioning of paper records occurs and is managed appropriately (Q220)
	
	
	

	6
	6.8
	Implement processes to ensure versioning of electronic records occurs and is managed appropriately (Q221)
	
	
	

	6
	6.9
	Implement practices and business rules to protect recordkeeping systems (both paper and electronic) from unauthorised access, destruction or theft (Q222)
	
	
	

	6
	6.10
	Ensure records storage facilities are protected from unauthorised access, destruction and theft by implementing secure facilities, a disaster plan, logged access to facilities and regular pest maintenance and control (Q223)
	
	
	

	6
	6.11
	Protect IT hardware from unauthorised access, destruction or theft by securing the server room, controlling access to server room, implementing a security plan and putting backup systems in place (Q224)
	
	
	

	6
	6.12
	Responsibility for the alteration or correction of records is assigned to the Records Manager (or another appropriate individual) at a whole-of-agency level (Q225)
	
	
	

	6
	6.13
	Responsibility for the reliability of records is assigned to the Records Manager (or another appropriate individual) at a whole-of-agency level (Q226)
	
	
	

	6
	6.14
	Responsibility to certify the reliability of records is assigned to the Records Manager (or another appropriate individual) at a whole-of-agency level (Q227)
	
	
	

	6
	6.15
	Develop and implement access policies and procedures to

- report unauthorised altering of records (Q228) 

- report unauthorised access to records (Q229)

- report records being accessed inappropriately (Q228) (Q229)

- undertake remedial action if records are accessed or altered without authorisation (Q230)
	
	
	

	6
	6.16
	Develop procedures to authorise remedial actions if records are accessed or altered without authorisation (Q230)
	
	
	

	6
	6.17
	Develop and implement an approved security model to govern all user access to the EDRMS/Records Management System (Q231)
	
	
	

	6
	6.18
	Revise the agency's Records Management Plan to include Risk Mitigation (Q232)
	
	
	

	6
	6.19
	Develop system audit trails so that unauthorised access or alteration to records can be detected and managed (Q233)
	
	
	

	6
	6.20
	Routinely monitor audit trails for unauthorised access (Q233) 

Ensure audit trails are retained as per GDS 15 and reviewed on a regular schedule (Q234-236) 

Ensure corrective action is taken where unauthorised access or alteration of records has occurred (Q236)
	
	
	

	OUTCOME 7 – PLANNING

	7
	7.1
	Raise awareness of the importance of Records Management so that is seen as a core function in agency (Q237)
	
	
	

	7
	7.2
	Ensure records management training, policies and procedures and induction are in place (Q238)
	
	
	

	7
	7.3
	Gain recognition from CE and senior management that a strategic approach to records management is required. This can be obtained through sign off on a Strategic RM Plan, inclusion in business planning process or inclusion in the Corporate Plan (Q239)
	
	
	

	7
	7.4
	Ensure that records management is included in strategic and corporate plans and in the business planning process, as appropriate (Q240)
	
	
	

	7
	7.5
	Develop a register of recordkeeping systems that exist within the agency (Q241)
	
	
	

	7
	7.6
	Records management functionality and/or interoperability with EDRMS needs to be included as a selection criterion when purchasing or developing line-of-business systems (Q242)
	
	
	

	7
	7.7
	Ensure the disposal of official records within the agency's business systems is included in a disposal plan (Q243)
	
	
	

	7
	7.8
	Responsibility for the management and planning of all official records is assigned to the Records Manager at a whole-of-agency level (Q244)
	
	
	

	7
	7.9
	Investigate the procurement of an EDRMS that meets SA Government compliance requirements through the development of strategies to generate support, resources and expertise (Q245)
	
	
	

	7
	7.10
	Ensure staff awareness of GDS 21 and the Digitisation guidelines (Q248)
	
	
	

	7
	7.11
	Ensure the required digitisation certification and policy statement have been completed and returned to State Records so that the destruction of temporary source documents can occur (Q250)
	
	
	

	7
	7.12
	Develop records management objectives and deliverables for the next 1-2 years. This information should assist in the development of the Records Management Action plan (Q251)
	
	
	

	7
	7.13
	Develop a Records Management Strategy with CE and senior management approval (Q252)
	
	
	

	7
	7.14
	Responsibility for the management of all official records is assigned to the Records Manager at a whole-of-agency level (Q253)
	
	
	

	7
	7.15
	Ensure that outputs and outcomes of the records management program are included in the agency's Strategic/Business plan (Q254)
	
	
	

	7
	7.16
	Develop a corporate Records Management Plan that applies to all official records, and obtain CE or senior management approval (Q255)
	
	
	

	7
	7.17
	Ensure that the corporate Records Management Plan applies to all official records, regardless of format (Q256)
	
	
	

	7
	7.18
	Ensure that the corporate Records Management Plan is approved and regularly reviewed by senior management (Q257)
	
	
	

	7
	7.19
	Develop, monitor and regularly update vital records register and identify vital records (Q259) (Q260) (Q261)
	
	
	

	7
	7.20
	Develop, implement, monitor and regularly review a disaster recovery plan for official records (Q262)
	
	
	

	7
	7.21
	Review disaster plan and ensure that it is current. Establish a schedule for regular reviewing and updating (Q262)
	
	
	

	7
	7.22
	Ensure disaster recovery plan is monitored, and regular reviews are scheduled for updating (Q264)
	
	
	

	7
	7.23
	Ensure staff are aware of the disaster recovery plan through induction and other processes (Q265)
	
	
	

	7
	7.24
	Review activation of disaster plan to identify problems, and update (Q268)
	
	
	

	7
	7.25
	Records management functionality and/or interoperability with EDRMS needs to be included as a selection criterion of the tender evaluation process when assessing, upgrading, developing or purchasing line-of-business systems (Q270) (Q271)
	
	
	

	7
	7.26
	Responsibility is assigned for the management of all official records created and/or received by individuals (Q272)
	
	
	

	OUTCOME 8 – TRAINING

	8
	8.1
	Develop an internal records management training program (Q273)
	
	
	

	8
	8.2
	Basic records management awareness and induction training should be compulsory for all staff and senior management (Q274)
	
	
	

	8
	8.3
	At a minimum, ensure that basic records management awareness training is developed and conducted (Q275)
	
	
	

	8
	8.4
	Develop assessment components for records management training where appropriate (Q276)
	
	
	

	8
	8.5
	Ensure external records management training is available to relevant staff (Q278)
	
	
	

	8
	8.6
	Gain understanding from CE and senior management that records management training should be supported for all staff. Recognition can be measured through training being supported or sign off on training budget (Q282)
	
	
	

	8
	8.7
	Through the budget process, highlight the need for funding to be provided for records management training (Q284)
	
	
	

	8
	8.8
	Conduct a gap analysis/training needs analysis of records management practitioners in the agency (Q285)
	
	
	

	8
	8.9
	Assess the records management skills required of all staff (Q286)
	
	
	

	8
	8.10
	Incorporate records management requirements for staff into the induction process (Q287)
	
	
	

	8
	8.11
	Include a statement regarding records management responsibilities in all Job and Person Specifications (Q288)
	
	
	

	8
	8.12
	Include records management as an agenda item at staff or team meetings (Q289)
	
	
	

	8
	8.13
	Develop, implement and maintain a records management training plan for all staff (Q290)
	
	
	

	8
	8.14
	Implement and maintain the records management training plan (Q291)
	
	
	

	8
	8.15
	Ensure staff receive training in:

- the Government’s Records Management Framework 

- the agency’s records management policies, procedures and practices 

- records management roles and responsibilities, tools and systems (thesaurus and EDRMS) (Q292)
	
	
	

	8
	8.16
	Ensure staff participate in external records management training when required (Q293)
	
	
	

	8
	8.17
	Responsibility for records management training is assigned to the Records Manager at a whole-of-agency level (Q295)
	
	
	

	8
	8.18
	Schedule regular reviews of records management training requirements across the agency (Q296)
	
	
	

	8
	8.19
	Conduct an audit of records management training and skills in the agency against business needs or industry standards (Q297)
	
	
	

	OUTCOME 9 - REPORTING
	
	
	

	9
	9.1
	Define records management reporting requirements (Q298)
	
	
	

	9
	9.2
	Ensure the regular (more frequently than annually) reporting of records management outputs and activities to appropriate staff (Q299)
	
	
	

	9
	9.3
	Ensure the regular reporting of records management outputs and activities to senior management (Q301) (Q302)
	
	
	

	9
	9.4
	Schedule regular reviews of records management practices and report to senior management, including areas of concern and suggested remedial actions (Q303)
	
	
	

	9
	9.5
	Responsibility for records management reporting is assigned to the Records Manager at a whole-of-agency level (Q304)
	
	
	

	9
	9.6
	Schedule regular reviews of records management practices and report to senior management, including areas of concern and suggested remedial actions (Q305)
	
	
	

	9
	9.7
	Ensure reviews of records management practices are reported to senior management on a regular basis - at least bi-annually (Q306)
	
	
	

	9
	9.8
	Develop benchmarks to measure the operational effectiveness of records management in the agency (Q307)
	
	
	

	9
	9.9
	Conduct a benchmark review of the agency's recordkeeping program against the State Government Adequate Records Management Framework (Q309)
	
	
	

	9
	9.10
	Responsibility is assigned to managers for records management objectives being met (Q310)
	
	
	

	0
	9.11
	Issue reports on the measurement of records management performance levels against objectives (Q311)
	
	
	

	OUTCOME 10 - POLICIES, PROCEDURES & PRACTICES
	
	
	

	10
	10.1
	Raise awareness of records management policies, procedures and practices as necessary to the success of this core agency function (Q313)
	
	
	

	10
	10.2
	Develop records management policies and procedures and gain endorsement by CE and senior management. Policies and procedures should be readily accessible to all staff (Q314)
	
	
	

	10
	10.3
	Gain recognition from CE and senior management of the importance of records management policies, procedures and practices. This may be demonstrated through the implementation of policies, procedure, training and induction (Q315)
	
	
	

	10
	10.4
	Develop records management policies and procedures and gain endorsement from CE and senior management (Q316)
	
	
	

	10
	10.5
	Conduct a gap analysis to identify what policies, procedures and practices are required within the agency 

Develop records management policies and procedures that cover all aspects of the agency's records management program 

Develop a records management policies/procedures register (Q317)
	
	
	

	10
	10.6
	Conduct a gap analysis to identify what policies, procedures and practices are required within the agency, and review/update policies and procedures as required (Q318)
	
	
	

	10
	10.7
	Undertake a review to measure whether existing policies and practices are comprehensive and effective (Q321)
	
	
	

	10
	10.8
	Responsibility for development and the review of policies and procedures is assigned to the Records Manager at a whole-of-agency level (Q325)
	
	
	

	10
	10.9
	Implement and maintain version control over records management policies and procedures via the use of a register (Q326)
	
	
	

	10
	10.10
	Ensure all staff are aware of records management policies and procedures and how they can be accessed (Q327)
	
	
	

	10
	10.11
	Implement approved policies, procedures and practices and schedule regular reviews by senior management (Q329)
	
	
	

	10
	10.12
	Senior management to review policies, procedures and practices on a regular schedule (Q331)
	
	
	

	OUTCOME 11 - RESOURCING
	
	
	

	11
	11.1
	Raise awareness of providing adequate resourcing and allocation of funds as necessary to deliver adequate records management (Q332) (Q333)
	
	
	

	11
	11.2
	Ensure adequate resourcing and allocation of funds is provided to deliver adequate records management (Q333)
	
	
	

	11
	11.3
	Investigate the feasibility of funding/allocating a dedicated records management resource (Q334) (Q335)
	
	
	

	11
	11.4
	Raise awareness and gain commitment from CE and senior management regarding the importance of appropriately qualified and skilled staff filling records management roles (Q336)
	
	
	

	11
	11.5
	Review and benchmark records management resourcing levels according to guidelines (Q337)
	
	
	

	11
	11.6
	Review and define the number of records management roles, qualifications and classifications, necessary to meet the agency's legislative, risk and business requirements (Q338)
	
	
	

	11
	11.7
	Investigate resourcing levels that are appropriate to the size and complexity of agency. Ensure structure of records management area supports delivery of efficient services (Q339)
	
	
	

	11
	11.8
	Develop proposals for the establishment of required records management positions (Q340)
	
	
	

	11
	11.9
	Develop strategies to address non-approval of funding for records management resources (Q342)
	
	
	

	11
	11.10
	Establish a records management reporting governance framework for RM practitioners in the agency (Q343)
	
	
	

	11
	11.11
	Investigate the possibility of further educational opportunities for staff e.g. tertiary or certificate qualifications (Q344)
	
	
	

	11
	11.12
	Responsibility is assigned to the relevant manager for delegating records management tasks to the appropriate records management practitioners (Q347)
	
	
	

	11
	11.13
	Establish a mentoring program for records management practitioners (Q348)
	
	
	

	11
	11.14
	Establish a succession plan for major records management roles (Q349)
	
	
	

	11
	11.15
	Employ a graduate with relevant qualifications, or a trainee to up skill, if possible (Q350)
	
	
	

	11
	11.16
	Review current records management roles, qualifications and classifications, to ensure they are appropriate to the agency (Q351)
	
	
	


I hereby certify that the above resources and timeframes will be actioned by Agency [Name of Agency].

Signed: ___________________________  Name: _________________________Date: …../ …../ …..

(Chief Executive / or Delegate) 
NOTE: A copy of this plan must be sent to State Records and a copy retained for agency reference.
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